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Abstract

Much progresshasbeenmadein distributedcomputingin theareasof distribution structure,
opencomputing,fault tolerance,andsecurity. Yet,writing distributedapplicationsremainsdiffi-
cult becausetheprogrammerhasto managemodelsof theseareasexplicitly. A majorchallenge
is to integratethe four modelsinto a coherentdevelopmentplatform. Sucha platform should
make it possibleto cleanlyseparateanapplication’s functionality from theotherfour concerns.
Concurrentconstraintprogramming,anevolutionof concurrentlogic programming,hasboththe
expressivenessandthe formal foundationneededto attemptthis integration. As a first step,we
have designedandbuilt a platform that separatesan application’s functionality from its distri-
bution structure.We have prototypedseveral collaborative toolswith this platform, includinga
sharedgraphiceditor whosedesignis presentedin detail. The platform efficiently implements
DistributedOz,which extendstheOz languagewith constructsto expressthedistribution struc-
tureandwith basicprimitivesfor opencomputing,failuredetectionandhandling,andresource
control. Oz appearsto the programmerasa concurrentobject-orientedlanguagewith dataflow
synchronization.Oz is basedon a higher-order, state-aware,concurrentconstraintcomputation
model.

1 Introduction

Oursocietyis becomingdenselyinterconnectedthroughcomputernetworks.Transferringinforma-
tion aroundtheworld hasbecometrivial. TheInternet,built on top of theTCP/IPprotocolfamily,
hasdoubledin numberof hostseveryyearsince1981,givingmorethan20million in 1997.Applica-
tionstakingadvantageof this new globalorganizationaremushrooming.Collaborativework, from
its humblebeginningsaselectronicmail andnetwork newsgroups,is moving into workflow, mul-
timedia,andtruedistributedenvironments[25, 12, 6, 5]. Heterogeneousandphysically-separated
informationsourcesare being linked together. Tasksare being delegatedacrossthe network by
meansof agents[26]. Electroniccommerceis possiblethroughsecureprotocols.

Yet,despitethisexplosivedevelopment,distributedcomputingitself remainsamajorchallenge.
Why is this?A distributedsystemis asetof autonomousprocesses,linkedtogetherby anetwork [48,
30, 8]. To emphasizethat theseprocessesarenot necessarilyon the samemachine,we call them
sites. Sucha systemis fundamentallydifferent from a singleprocess.The systemis inherently
concurrentandnondeterministic.Thereis no global informationnor global time. Communication
delaysbetweenprocessesareunpredictable.Thereis a large probability of localizedfaults. The
systemis shared,sousersmustbeprotectedfrom otherusersandtheir computationalagents.�
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Figure1: Thechallenge:simplifying distributedprogramming

1.1 Identifying the issues

A distributedapplicationshouldhave goodperceivedbehavior, despitethe vicissitudesof the un-
derlying system. The applicationshouldhave good performance,be dependable,and be easily
interfaceablewith otherapplications.How canweachievethis?

In thecurrentstateof theart,developinga distributedapplicationwith thesepropertiesrequires
specialistknowledgebeyondthatneededto developanapplicationon a singlemachine.For exam-
ple,a new client-server applicationcanbewritten with Java RMI [33, 34]. An existing application
canbe connectedwith anotherthrougha CORBA implementation(e.g.,Orbix) [37]. Yet in both
casesthetoolsareunsatisfactory. Justto reorganizethedistribution structurerequiresrewriting the
application. Becausethe Java specificationdoesnot requiretime-slicedthreads[15], doing such
a reorganizationin Java may requireprofoundchangesto theapplication.Furthermore,with each
new problemthat is addressed,e.g.,addinga degreeof fault tolerance,thecomplexity of theappli-
cationincreases.To mastereach,the developermustlearna complex new tool in additionto the
environmentheor shealreadyknows. A developerexperiencedonly in centralizedsystemsis not
prepared.

Someprogresshasbeenmadein integrating solutionsto different problemareasinto a sin-
gle platform. For example,theEricssonOpenTelecomPlatform(OTP) [11], basedon theErlang
language[4, 54], integratessolutionsfor both distribution structureandfault tolerance.Erlangis
network transparentat theprocesslevel, i.e.,messagesbetweenprocesses(a form of activeobjects)
aresentin thesameway independentlyof whethertheprocessesareon thesameor differentsites.
TheOTPgoesfar beyondpopularplatformssuchasJava [33, 34] andis beingsuccessfullyusedin
commercialtelephony products,wherereliability is paramount.

Thesuccessof theErlangapproachsuggestsapplyingit to theotherproblemareasof distributed
computing.We identify four areas,namelydistribution structure,opencomputing,fault tolerance,
andsecurity. If theapplicationfunctionalityis included,thismeansthattheapplicationdesignerhas
fiveconcerns:

� Functionality: whattheapplicationdoesif all effectsof distributionaredisregarded.

� Distribution structure: thepartitioningof theapplicationovera setof sites.
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� Open computing: the ability for independently-writtenapplicationsto interactwith each
otherin interestingways.

� Fault tolerance: theability for theapplicationto continueproviding its servicedespitepartial
failures.

� Security: theability for theapplicationto continueproviding its servicedespiteintentional
interference.An importantpartof fault toleranceandsecurityis resource control.

A possibleapproachis to separatethefunctionalityfrom theotherfour concerns(seeFigure1). That
is, wewould like thebulk of anapplication’scodeto implementits functionality. Modelsof thefour
otherconcernsshouldbesmallandorthogonaladditions.Canthis approachwork? This is a hard
questionandwedonotyet havea completeanswer. But somethingscanbesaid.

The first stepis to separatethe functionality from the distribution structure. We say that the
systemshouldbebothnetwork-transparentandnetwork-aware.A systemis network-transparent if
computationsbehave in the sameway independentof the distribution structure.Applicationscan
bealmostentirelyprogrammedwithout consideringthenetwork. A systemis network-aware if the
programmermaintainsfull control over localizationof computationsandnetwork communication
patterns.Theprogrammerdecideswherea computationis performedandcontrolsthemobility and
replicationof dataandcode.Thisallowsto obtainhighperformance.

1.2 Towards a solution

We have designedand implementeda languagethat successfullyimplementsthe first step, i.e.,
it completelyseparatesthe functionality from the distribution structure. The resultinglanguage,
DistributedOz, is a conservative extensionto the existing centralizedOz language[10]. Porting
existingOzprogramsto DistributedOzrequiresessentiallyno effort. Why is Oza goodfoundation
for distributedprogramming?Becauseof threeproperties[46]:

� Ozhasa solid formal foundationthatdoesnotsacrificeexpressivenessor efficient implemen-
tation. Oz is basedon a higher-order, state-aware,concurrentconstraintcomputationmodel.
Oz appearsto the programmerasa concurrentobject-orientedlanguagethat is every bit as
advancedasmodernlanguagessuchasJava (seeSection3). Thecurrentemulator-basedim-
plementationis asgoodor betterthanJava emulators[20, 19]. Standardtechniquesfor con-
currentobject-orienteddesignapply to Oz [28]. Furthermore,Oz introducespowerful new
techniquesthatarenotsupportedby Java [16].

� Oz is a state-aware and dataflow language. This helpsgive the programmercontrol over
network communicationpatternsin a naturalmanner(seeSection4). State-awarenessmeans
thelanguagedistinguishesbetweenstatelessdata(e.g.,proceduresorvalues),whichcansafely
be copiedto many sites,and statefuldata(e.g., objects),which at any instantmust reside
on just onesite [52]. Dataflow synchronizationallows to decouplecalculatinga valuefrom
sendingit acrossthenetwork [17]. This is importantfor latency tolerance.

� Oz provides languagesecurity. That is, referencesto all languageentitiesarecreatedand
passedexplicitly. An applicationcannotforgereferencesnor accessreferencesthathave not
beenexplicitly givento it. Theunderlyingrepresentationof languageentitiesis inaccessibleto
theprogrammer. Oz hasanabstractstorewith lexical scopingandfirst-classprocedures(see
Section7). Theseareessentialpropertiesto implementacapability-basedsecuritypolicy [49,
53].

Allowing a successfulseparationof functionalityfrom distributionstructureputssevererestrictions
ona language.It wouldbealmostimpossiblein C++becausethesemanticsareinformalandunnec-
essarilycomplex andbecausetheprogrammerhasfull accessto all underlyingrepresentations[47].
It is possiblein Ozbecauseof theabovethreeproperties.Sofar, it hasnotbeennecessaryto change
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the languagesemanticsmorethanslightly to accommodatedistribution.1 This maychangein the
future.Furthermore,work is in progressto separatethefunctionalityfrom theotherthreeconcerns.
Currently, DistributedOzprovidesthelanguagesemanticsof Ozandcomplementsit in four ways:

� It hasconstructsto expressthedistribution structureindependentlyof the functionality (see
Section4). Thesharedgraphiceditorof Section2 is designedaccordingto thisapproach.

� It hasprimitivesfor opencomputing,basedon the conceptof tickets (seeSection5). This
allowsindependently-runningapplicationsto connectandseamlesslyexchangedataandcode.

� It hasprimitivesfor orthogonalfailuredetectionandhandling,basedon theconceptsof han-
dlersandwatchers (seeSection6). Thisallows to build a first level of fault tolerance.

� It supportsa capability-basedsecuritypolicy andhasprimitivesfor resourcecontrolbasedon
theconceptof virtual site(seeSection7).

In DistributedOz, developingan applicationis separatedinto two independentparts. First, only
thelogicalarchitectureof thetaskis considered.Theapplicationis written in Oz withoutexplicitly
partitioningthecomputationamongsites.Onecancheckthesafetyandlivenessproperties2 of the
applicationby runningit on onesite. Second,the applicationis madeefficient by specifyingthe
network behavior of its entities. In particular, the mobility of statefulentities(objects)must be
specified.For example,someobjectsmaybeplacedoncertainsites,andotherobjectsmaybegiven
aparticularmobilebehavior (suchasstatecaching).

The Distributed Oz implementationextendsthe Oz implementationwith four non-trivial dis-
tributedalgorithms.Threearedesignedfor specificlanguageentities,namelylogic variables,object-
records,and object-state.Logic variablesare boundwith a variable binding protocol (seeSec-
tion 4.2). Object-recordsare duplicatedamongsiteswith a lazy replication protocol (seeSec-
tion 4.3). Object-statemovesbetweensiteswith a mobilestateprotocol (seeSection4.4). The
fourth protocol is a distributedgarbagecollectionalgorithmusing a credit mechanism(seeSec-
tion 4.5). Garbagecollectionis partof themanagementof sharedentities,andit thereforeunderlies
theotherthreeprotocols.

1.3 Outline of the article

Therestof this articleconsistsof six parts.Section2 givesthedesignof a sharedgraphiceditorin
DistributedOz. It showshow theseparationbetweenfunctionalityanddistributionworksin practice.
Section3 givesanoverview of theOz languageandits executionmodel. Oz hasdeeprootsin the
logic programmingandconcurrentlogic programmingcommunities.It is illuminatingto show these
connections.Section4 presentsDistributedOz andits architecture,andexplainshow it separates
functionality from distribution structure. The four protocolsare highlighted,namelydistributed
logic variables,lazy replicationof object-records,mobility of object-state,anddistributedgarbage
collection.Finally, Sections5, 6, and7 discussopencomputing,failuredetectionandhandling,and
resourcecontrolandsecurity. Thesethreesectionsaremorespeculative thantheotherssincethey
describepartsof thesystemthatarestill underdevelopment.

2 Shared graphic editor

Writing an efficient distributedapplicationcanbe muchsimplifiedby separatingthe functionality
anddistributionstructure.We havesubstantiatedthisclaimby designingandimplementingaproto-
typesharedgraphiceditor, anapplicationwhich is usefulin a collaborativework environment.The
editor is seenby an arbitrarynumberof users.We wish the editor to behave like a sharedvirtual
environment.This impliesthefollowing setof requirements(seeFigure2). Werequirethatall users

1For example,portshavebeenchangedto modelasynchronouscommunicationbetweensites[52].
2A fortiori, correctnessandterminationfor nonreactive applications.
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Figure3: Logicalarchitectureof thegraphiceditor

beableto makeupdatesto thedrawing atany time,thateachuserseeshisor herown updateswith-
outany noticeabledelays,andthatupdatesmustbevisible to all usersin realtime. Furthermore,we
requirethatthesamegraphicentity canbeupdatedby multiple users.This is usefulin a collabora-
tive CAD environmentwheneditingcomplex graphicdesigns.Finally, we requirethatall updates
aresequentiallyconsistent,i.e., eachuserhasexactly thesameview of thedrawing. The last two
requirementsarewhatmakestheapplicationinteresting.Using IP multicastto updateeachuser’s
visualrepresentation,asis donefor examplein theLBL Whiteboardapplication,3 doesnot satisfy
thelasttwo requirements.

2.1 Logical architecture

Figure3 givesthelogical architectureof our prototype.No assumptionsaremadeaboutthedistri-
bution structure.Thedrawing stateis representedasa setof objects.Theseobjectsdenotegraphic
entitiessuchasgeometricshapesandfreehanddrawing pads. Whena userupdatesthe drawing,
eithera new object is createdor a messageis sentto modify the stateof an existing object. The
objectthenpoststheupdateto a displaybroadcaster. Thebroadcastersendstheupdateto all users
sothey canupdatetheirdisplays.Theexecutionpathfrom userinput to displayupdateis shown by
theheavy curvedline. Theusersseea sharedstream,whichguaranteessequentialconsistency.

New userscanconnectthemselvesto theeditorat any time usingtheopencomputingability of
DistributedOz. Themechanismis basedon “tickets”,whicharesimply text strings(seeSection5).
Any Oz processthat knows the ticket canobtaina referenceto the languageentity. The graphic
editor createsa ticket for the UserManagerobject,which is responsiblefor addingnew users.A
new useris addedby usingtheticket to geta referenceto theUserManager. Thetwo computations

3Availableat http://mice.ed.ac.uk/mice/archive .
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thenreferencethesameobject.This transparentlyopensa connectionbetweentwo sitesin thetwo
computations.Fromthatpoint onward, thecomputationspaceis shared.Whenthereareno more
referencesbetweentwo sitesin a computation,thentheconnectionbetweenthemis closedby the
garbagecollector. Computationscanthereforeconnectanddisconnectseamlessly.

2.2 Client-server structure

To realizethedesign,we have to specifyits distribution structure.Figure4 shows onepossibility:
a client-server structure.All objectsarestationary. They arepartitionedamonga server site and
onesiteperuser. This satisfiesall requirementsexceptperformance.It workswell on low-latency
networkssuchasLANs, but performanceis poorwhenuserswho arefarapart,e.g.,in Swedenand
Japan,try to draw freehandsketchesor any othergraphicentity that needscontinuousfeedback.
This is becausea freehandsketchconsistsof many smallline segmentsbeingdrawn in a shorttime.
In our implementation,up to 30 motioneventspersecondaresentfrom thegraphicssubsystemto
theOzprocess.Eachline segmentrequiresupdatingthedrawing padstateandsendingthisupdateto
all users.If thestateis remote,thenthelatency for oneupdateis oftenseveralhundredmilliseconds
or more,with a largevariance.
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2.3 Cached graphic state

To solve the latency problem,we changethe distribution structure(seeFigure5). We refinethe
designto representthegraphicstateandthedisplaybroadcasterasfreelymobile(“cached”)objects
ratherthanstationaryobjects. The effect of this refinementis that partsof the graphicstateare
cachedat sitesthatmodify them. Implementingtherefinementrequireschangingsomeof thecalls
that createnew objects. In all, lessthan10 lines of codeout of 500 have to be changed.With
thesechanges,freehandsketchesdonot needany network operationsto updatethelocaldisplay, so
performanceis satisfactory. Remoteusersseethesketchbeingmadein realtime,with adelayequal
to thenetwork latency. How is thismagicaccomplished?It is simple:wheneveranobjectis invoked
on a site, thenthe mobile stateprotocolfirst makesthe object’s statepointerlocal to the site (see
Section4.4).Theobjectinvocationis thereforea localoperation.

2.4 Push objects and transaction objects

More refinededitordesignscantake advantageof additionaldistribution behaviors of objects.For
example,thedesignwith cachedobjectssuffersfrom two problems:

� Userswho simultaneouslymodify different graphicentitieswill interferewith eachother
throughthe displaybroadcaster. The latter will bouncebetweenusersites,causingdelays
in updatingthedisplays.Thisproblemcanbesolvedby usingapushobject, whichmulticasts
stateupdatesto all sitesthatreferencetheobject.Onepossibilityis to makethedisplaybroad-
casterinto a pushobject,thusmaintainingsequentialconsistency while takingadvantageof
a multicastnetwork protocol. Anotherpossibility is to make eachgraphicentity into a push
object.In thiscase,theusersmayseeinconsistentdrawings.

� If a userwishesto modify a graphicentity, thereis aninitial delaywhile thegraphicentity’s
stateis cachedon the usersite. This problemcanbe solved by usinga transactionobject,
which doesthe stateupdatelocally, while requestinga global lock on the object. Thestate
updatewill eventuallybeconfirmedor rejected.

Both pushandtransactionobjectsmaintainconsistency of objectupdates:theobjectis definedby
a sequenceof states.It follows thatthereis still onegraphicstateandupdatesto it aresequentially
consistent.Theeditor thereforestill supportscollaborative design.Whatchangesis how thestate
sequenceis seenandhow it is created.

Updatingthe editor to useeitheror both of theseobject typesmay requirechangingits spec-
ification or logical architecture. For example,the specificationmay have to be relaxed slightly,
temporarilyallowing incorrectviews. This illustratesthe limits of network-transparentprogram-
ming. It is not possiblein generalto indefinitely improve theperformanceof a givenspecification
andlogical architectureby changingthe distribution structure.At somepoint, oneor both of the
specificationandarchitecturemustbechanged.

2.5 Final comments

Designingthe sharedgraphiceditor illustratesthe two-partapproachfor building applicationsin
DistributedOz. First,build andtesttheapplicationusingstationaryobjects.Second,reducelatency
by carefullyselectinga few objectsandchangingtheir mobility behavior. Becauseof transparency,
this canbedonewith quiteminor changesto thecodeof theapplicationitself. This cangive good
resultsin many cases.To obtaintheverybestperformance,however, it maybenecessaryto change
theapplication’sspecificationor architecture.

In both thestationaryandmobiledesigns,fault toleranceis a separateissuethatmustbe taken
into accountexplicitly. It canbe doneby recordingon a reliablesite a log of all displayevents.
Crashedusersdisappear, andnew usersaresentacompressedversionof thelog. Primitivesfor fault
tolerancearegivenin Section6.

7



Contains variables & bindings
Only allows operations that are

Not physical memory!●

●

●Y=person(age:25)

...S1 S2 Sn Execute statement sequences
Block on data availability●

●

legal for the entities involved

Z
X=23

Dataflow
threads

Abstract
store

Figure6: Computationmodelof OPM

S ::= S S Sequence�
X=f( l1: Y1 ... ln: Yn)

�
Value

X=<number>
�

X=<atom>
�

{NewName X}�
local X1 ... Xn in S end

�
X=Y Variable�

proc { X Y1 ... Yn} S end
�

{ X Y1 ... Yn} Procedure�
{NewCell Y X}

�
{Exchange X Y Z}

�
{Access X Y} State�

case X==Y then S else S end Conditional�
thread S end

�
{GetThreadId X} Thread�

try S catch X then S end
�

raise X end Exception

Figure7: Kernellanguageof OPM

In general,mobileobjectsareusefulbothfor fine-grainmobility (cachingof objectstate)aswell
ascoarse-grainmobility (explicit transferof groupsof objects).Thekey ability thatthesystemmust
provide is transparentcontrolof mobility, i.e.,controlthatis independentof theobject’s functional-
ity. Sections3.2and4 explainbriefly how this is donein DistributedOz. A full explanationis given
in [52].

3 Oz

Oz is a rich languagebuilt from a small setof powerful ideas.This sectionattemptsto situateOz
amongits peers.We summarizeits programmingmodelandwe compareit with Prologandwith
concurrentlogic languages.

Therootsof Ozarein concurrentandconstraintlogic programming.Thegoalof theOzproject
is to provide a firm foundationfor all facetsof computation,not just for a declarative subset.The
semanticsshouldbefully definedandbring theoperationalaspectsout into theopen.For example,
concurrency andstatefulexecutionmake it easyto write programsthat interactwith the external
world [19]. Truehigher-ordernessresultsin compact,modularprograms[1]. First-classcomputation
spacesallow to programinferenceengineswithin the system.For example,it is easyto program
multipleconcurrentfirst-classPrologtop levels,eachwith its own searchstrategy [41].

Section3.1 summarizesthe Oz programmingmodel, including the kernel languagesand the
abstractionsbuilt on top of it. Section3.2 illustratesOz by meansof a nontrivial example,namely
the implementationof remotemethodinvocation. Section3.3 comparesOz andProlog. Finally,
Section3.4givesthehistoryof Oz from aconcurrentlogic programmingviewpoint.
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3.1 The Oz programming model

The basiccomputationmodel is an abstractstoreobservedby dataflow threads(seeFigure6). A
threadexecutesa sequenceof statementsandblockson the availability of data. The storeis not
physicalmemory. It only allows operationsthat are legal for the entitiesinvolved, i.e., no type
castingor addresscalculation.The storehasthreecompartments:the constraintstore,containing
variablesandtheirbindings,theprocedurestore,containingproceduredefinitions,andthecell store,
containingmutablepointers(“cells”). Theconstraintandprocedurestoresaremonotonic,i.e., in-
formationcanonly beaddedto them,notchangedor removed.Threadsblockonavailability of data
in theconstraintstore.

The threadsexecutea kernellanguagecalledOz ProgrammingModel (OPM) [44]. We briefly
describethe OPM constructsasgiven in Figure7. Statementsequencesarereducedsequentially
insidea thread.Values(records,numbers,etc.)areintroducedexplicitly andcanbeequatedto vari-
ables.All variablesarelogic variables,declaredin anexplicit scopedefinedby thelocal construct.
Proceduresaredefinedat run-timewith the proc constructandreferredto by a variable. Proce-
dureapplicationsblockuntil their first argumentrefersto a procedure.Stateis createdexplicitly by
NewCell , which createsa cell, anupdatablepointerinto theconstraintstore.Cellsareupdatedby
Exchange andreadby Access . Conditionalsusethekeyword case andblock until thecondition
is trueor falsein theconstraintstore.4 Threadsarecreatedexplicitly with thethread constructand
have their own identifier. Exceptionhandlingis dynamicallyscopedandusesthe try andraise

constructs.
Full Oz is definedby transformingall its statementsinto this basicmodel. Full Oz supports

idioms suchasobjects,classes,reentrantlocks, andports[44, 52]. The systemimplementsthem
efficiently while respectingtheir definitions.We definetheessenceof theseidiomsasfollows. For
clarity, wehavemadesmallconceptualsimplifications.Full definitionsmaybefoundin [16].

� Object. An object is essentiallya one-argumentprocedure{Obj M} that referencesa cell,
which is hiddenby lexical scoping.Thecell holdstheobject’sstate.TheargumentMindexes
into themethodtable.A methodis a procedurethatis giventhemessageandtheobjectstate,
andcalculatesthenew state.

� Class. A classis essentiallyarecordthatcontainsthemethodtableandattributenames.When
a classis defined,multiple inheritanceconflictsareresolvedto build its methodtable.Unlike
Java,classesin Ozarepurevalues,i.e., they arestateless.

� Reentrant lock. A reentrantlock is a one-argumentprocedure{Lck P} usedfor explicit
mutualexclusion,e.g.,of methodbodiesin objectsusedconcurrently. P is a zero-argument
proceduredefiningthe critical section. Reentrantmeansthat the samethreadis allowed to
reenterthelock. Callsto thelock maythereforebenested.Thelock is releasedautomatically
if thethreadin thebodyterminatesor raisesanexceptionthatescapesthelock body.

� Port. A port is anasynchronouschannelthatsupportsmany-to-onecommunication.A port
P encapsulatesa streamS. A streamis a list with unboundtail. Theoperation{Send P M}

addsMto theendof S. Successive sendsfrom thesamethreadappearin theorderthey were
sent.

3.2 Oz by example

It is not the purposeof this article to give a completeexpositionof Oz. Instead,we presentOz
by meansof a nontrivial exampleprogramthat is interestingin its own right. We show how to
implementactive objectsin Oz, and asa corollary, we show that the sameprogramimplements
remotemethodinvocationin DistributedOz. An activeobjectis anobjectwith anassociatedthread
(or process),muchlikeanactoror concurrentlogic process.Invokingamethodin anactiveobjectis

4Thekeyword if is reservedfor constraintapplications.
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proc {NewStationary Class Init ?StatObj}
Obj={New Class Init}
S P={NewPort S}
N={NewName}

in
thread

{ForAll S
proc {$ M#R}

thread
try {Obj M} R=N
catch E then R=E end

end
end }

end
proc {StatObj M}

R in
{Send P M#R}
case R==N then skip
else raise R end
end

end
end

Figure8: RMI part1: Createa stationaryobjectfrom any class

class Counter
attr i
meth init i<-0 end
meth inc i<- @i+1 end
meth get(X) X=@i end
meth error raise some_error end end

end

Obj={NewStationary Counter init}
{Obj inc}
{Obj inc}
{Print {Obj get($)}}
try {Obj error} catch X then {Print X} end

Figure9: RMI part2: A stationarycounterobject
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SICStusProlog Oz
Constraints Incrementalsolverwith tell Incrementalsolverwith ask,tell
Control Backtrackingandcoroutining Explicit dataflow threads,encapsu-

latedsearch
Higher-order Call, assert First-classprocedureswith lexical

scoping
State Objects,mutables,assert Objects,cells

Table1: OzandProlog

doneby explicitly sendingamessageto theassociatedthread.As wewill see,thiskind of objecthas
awell-defineddistributionbehavior in DistributedOz. Becausethreadsarestationaryin Distributed
Oz,theobjectsalsoarestationaryandresideontheircreationsite. Invokingtheobjectfrom aremote
sitebehavesexactly like a remotemethodinvocation.

In DistributedOz, objectsaremobile by default andwill executeon the invoking site, inside
theinvoking thread.This is implementedby a lightweightmobility protocolthatserializesthepath
of the object’s statepointeramongthe invoking sites(seeSection4). Oneway to make anobject
stationary, is towraptheobjectinsideaportandcreateathreadthatinvokestheobjectwith messages
readfrom theport’sstream.Theobjectis accessedonly from this thread,sotheobjectis stationary.

Figure8 definestheprocedureNewStationary thatimplementsstationaryobjectsby wrapping
theminsidea port. It takesa classClass andinitializationmessageInit , andreturnsa procedure
StatObj . The “?” is a commentthat denotesan outputargument. InsideNewStationary , an
objectObj is created,aswell asa port P andits associatedstreamS. A threadis createdthatserves
eachmessageappearingon S. This is doneusingthe higher-orderprocedure{ForAll S Proc}

whereProc is a one-argumentprocedure.The threadwaits until a messageM#Rappearson the
streamS and then executesthe procedurecall {Proc M#R}. The procedurestartsa threadthat
invokestheobjectwith {Obj M} andbindsR eitherto a uniquenameN denotingnormalexecution
or to an exceptionE. The useof the lexically-scopednew nameN avoids conflictswith existing
exceptions.Let usnow considertheprocedureStatObj . A threadexecutingStatObj sendsonthe
port P thepair M#RwhereMis themessageandR is a logic variablefor theanswer. It suspendson
R until thecorrespondingmethodis executedsuccessfullyor anexceptionis returned.In the latter
casetheexceptionis reraisedin thethreadexecutingStatObj .

We seethat Oz allows the programmerto provide genericabstractionsthat canbe usedlater
without concernfor their implementation. It is not necessaryto understandNewStationary in
orderto useit. This is becausetheobjectsit createshave thesameOz semanticsasobjectscreated
by thestandardprocedureNew.

Figure9 definesaCounter class,createsastationaryinstance,Obj , andsendsseveralmessages
to Obj . WhetherObj is createdby NewStationary or New, its languagebehavior is the same.
TheCounter classdoesnothaveany ancestors,thereforeno inheritancedeclarationappears.Each
instanceof Counter hasoneattribute i andfour methods.An attributeis a mutableentity thatcan
be accessedandmodifiedfrom within a method. A methodis definedby a methodhead,which
is a record,anda methodbody, which is a statement.Dynamicbinding is supportedthroughthe
useof self insidea methodbody. Accessingthevalueof anattributeis doneby theoperator“@”.
Assigninga new valueto an attribute is doneby the operator“<- ”. Therefore,the methodinit

initializes i to 0, the methodinc incrementsi , the methodget getsthe currentvalueof i , and
themethoderror raisesthesomewhatunusualexceptionsome_error . Oz hassyntacticsupport
for embeddingstatementsin expressions.A statementcan be usedas an expressionby using a
“$” to mark the result. Therefore{Print {Obj get($)}} is equivalentto local X in {Obj

get(X)} {Print X} end .
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Concurrentlogic programming Oz
Constraints None,exceptin AKL Incrementalsolverwith ask,tell
Control Fine-grainconcurrency Explicit dataflow threads,encapsu-

latedsearch
Higher-order Restricted First-classprocedureswith lexical

scoping
State Stream-basedobjects Objects,cells

Table2: Ozandconcurrentlogic programming

3.3 Oz and Prolog

Thereis a strongsensein which Oz is a successorto Prolog(seeTable1). TheOz systemcanbe
usedfor many of the tasksfor which Prologandconstraintlogic programmingareusedtoday[32,
41, 21, 45]. Like Prolog,Oz hasa declarative subset. Like Prolog,Oz hasbeengeneralizedto
arbitraryconstraintsystems(currentlyimplementedarefinite domainsandopenfeaturestructures).
Oz is fully definedandhasanefficient implementationcompetitive with thebestemulatedProlog
systems[19, 35, 50]. EventhoughOzhasmuchin commonwith Prolog,it is notaPrologsuperset.
OzdoesnothaveProlog’sreflectivesyntax(i.e.,dataandprogramshavethesamesyntax),nordoes
it have the meta-programmingfacilities (like call/1 , assert/1 ) or the user-definablesyntax
(operatordeclarations).

Thefoundationof Prolog’ssuccessis thehighabstractionlevel of its declarativesubset,namely
first-orderHorn clauselogic with SLDNF resolution[29]. What’s missingfrom Prologis that little
attemptis madeto givethesamefoundationto anythingoutsidethedeclarativesubset.Two decades
of researchhave resultedin a solid understandingof the declarative subsetandonly a partial un-
derstandingof therest.5 This resultsin two mainflaws of Prolog.First, theoperationalaspectsare
too deeplyintertwinedwith thedeclarative. Thecontrol is naive (depth-firstsearch)andeager. The
interactive top level hasa specialstatus:it is lazy, but unfortunatelyinaccessibleto programs.It is
lazy becausenew solutionsarecalculateduponuserrequest.It is inaccessibleto programs,i.e., a
programcannotinternallysetup a queryandrequestsolutionslazily. To providea top level within
aprogramrequiresprogrammingameta-interpreter, thuslosinganorderof magnitudein efficiency.
Second,to expressanything beyondthe declarative subsetrequiresadhoc primitivesthatarelim-
ited anddo not alwaysdo the right thing. The freeze/2 providescoroutiningasa limited form
of concurrency. Thecall/1 andsetof/3 provide only a limited form of higher-orderness.All
theseproblemsaresolvedin Oz.

3.4 Oz and concurrent logic programming

Oz is the latestin a long line of concurrentlogic languages.Table2 comparesOz with concurrent
logic programminglanguages.First experimentswith concurrency weredonein thevenerableIC-
Prologsystemwherecoroutiningwasusedto simulateconcurrentprocesses.This led to theParlog
languageand ConcurrentProlog. The advent of GHC simplified concurrentlogic programming
considerablyby introducingthe notion of quiet guards. A clausematchinga goal will fire only
if the guardis entailedby the constraintstore. This formulationand its theoreticalunderpinning
werepioneeredby thework of MaherandSaraswat asthey gave a solid foundationto concurrent
logic programming[31, 40]. On thepracticalside,theflat versionsof ConcurrentPrologandGHC,
calledFCPandFGHC respectively, were the focusof muchwork [13, 43]. The KL1 language,
derived from FGHC, was implementedin the high-performanceKLIC system. This systemruns
on sequential,parallel,anddistributedmachines[14]. A numberof implementationtechniquesin
thecurrentDistributedOz systemhave beenborrowedfrom KLIC, notablythedistributedgarbage
collectionalgorithm.

5Thenon-declarative aspecthasreceivedsomeattention,e.g.,[36, 39,3].
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Kind of entity Protocol Entity
Stateless Replication Eager record,procedure,class

Lazy object-record
Singleassignment Binding Eager logic variable

Lazy logic variable
Stateful Localization Mobile cell, object-state

Stationary port, thread

Table3: Semanticsof DistributedOz

An importantsubsequentdevelopmentwasAKL (AndorraKernelLanguage)[23], whichadded
explicit statein theform of portsandprovidedthefirst synthesisof concurrentandconstraintlogic
programming.AKL encapsulatessearchby usingnestedcomputationspaces.A computationspace
is aconstraintstorewith its associatedgoals.Searchis doneby allowing proceduresto bedefinedby
asequenceof don’t-know guardedclauses.Thesedefinitionsdenotedisjunctions.Whenlocalpropa-
gationcannotchoosebetweendifferentdisjuncts,thentheprogramis freeto try themby cloningthe
computationspace.Theinitial Oz system,Oz 1, waslargely derivedfrom AKL, but addedtheno-
tionsof higher-orderprocedures,morecontrollablesearchby makingcomputationspacesfirst class,
compositionalsyntax,andthecell primitive for mutablestate.Concurrency in Oz1 is fine-grained.
Whenastatementsuspends,anew threadis createdthatcontainsonly thesuspendedstatement.The
mainthreadis notsuspendedbut continueswith thenext statement.

All concurrentlogic languagesup to and including Oz 1 weredesignedfor fine-grainedcon-
currency and implicit exploitation of parallelism. The currentOz language,Oz 2, abandonsthis
modelin favor of explicit controloverconcurrency by meansof a threadcreationconstruct.Thread
suspensionandresumptionis still basedon dataflow usinglogic variables.Our experienceshows
thatexplicit concurrency makesit easierfor theuserto controlapplicationresources.It allows the
languageto haveanefficientandexpressiveobject-orientedmodelwithoutsequentialstatethreading
within methoddefinitions. It alsoallows easyincorporationof a conventionalexceptionhandling
constructinto the language,and last but not leasta simpledebuggingmodel. In the currentOz
systemconcurrency is usedmostly to model logical concurrency in the applicationratherthanto
increasepotentialparallelism.

4 Distributed Oz

DistributedOz hasthesamelanguagesemanticsasOz. DistributedOz separatesapplicationfunc-
tionality from distributionstructureby defininga distributedsemanticsfor all languageentities[52,
51, 17, 18]. Thedistributedsemanticsextendsthelanguagesemanticsto take into accounttheno-
tion of site. It definesthenetwork operationsinvokedwhenacomputationis partitionedonmultiple
sites.We classifythelanguageentitiesinto threebasictypes(seeTable3):

� Statelessentitiesarereplicatedeagerly(records,procedures,classes)or lazily (object-record).

� Singleassignmententities(logic variables)areboundeagerlyor lazily [17].

� Statefulentitiesarelocalizedandareeithermobileby default (cell, object-state)or stationary
by default (port, thread)[52]. What movesis not the state,but the site that hasthe right to
createthenext state.We saythatthissitehasthestatepointer.6

For eachof theseentities,network operations7 are predictable,which gives the programmerthe
ability to managenetworkcommunications.In therestof thissection,wepresentthefourdistributed
algorithmsusedto implementthe languageentities. Section4.1 introducesthe conceptof access

6In [52] it is calledthecontent-edge.
7In termsof thenumberof network hops.
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structure, whichmodelsa languageentity thatis accessiblefrom morethanonesite.Thedistributed
behavior of alanguageentityis definedasaprotocolbetweenthenodesof its accessstructure,i.e.,as
adistributedalgorithm.Sections4.2explainstheusesof distributedlogicvariablesandshowshow to
bind themwith a variablebindingprotocol.Sections4.3and4.4show how to build mobileobjects
that have predictablenetwork behavior by usinga lazy replicationprotocol for the object-record
(explainedin Section4.3)andamobilestateprotocolfor theobject-state(explainedin Section4.4).
Thenetwork behavior of logic variablesandobjectshighlightsmostclearly thedesignphilosophy
of DistributedOz. Finally, Section4.5explainsthedistributedgarbagecollectionalgorithm,which
underliesthemanagementof accessstructures.

Variable (when unbound)

Cell (state pointer)

Record (with fields) Thread (with references)

Procedure (with external references)

Figure10: Languageentitiesasnodesin agraph

4.1 The distribution graph

We modeldistributedexecutionin a simplebut precisemannerusingthe conceptof distribution
graph. We obtainthe distribution graphin two stepsfrom an arbitraryexecutionstateof the sys-
tem. Thefirst stepis independentof distribution. We modeltheexecutionstateby a graph,called
language graph, in which eachlanguageentity exceptfor anobjectcorrespondsto onenode(see
Figure10). Objectsarecompoundentitiesandareexplainedin Section4.3.

In thesecondstep,weintroducethenotionof site. Assumeafinite setof sitesandannotateeach
nodeby its site (seeFigure11). If a node,e.g.,N2, is referencedby at leastonenodeon another
site, thenmapit to a setof nodes,e.g., � P1,P2,P3,M� . This set is calledthe accessstructure of
theoriginal node. An accessstructureconsistsof oneproxynodePi for eachsite that referenced
theoriginal nodeandonemanager nodeMfor thewholestructure.Theresultinggraph,containing
bothlocalnodesandaccessstructureswherenecessary, is calledthedistributiongraph. Mostof the
exampleprotocolexecutionsin thisarticleusethisnotation.

Eachaccessstructureis givena globaladdressthat is uniquesystem-wide.Theglobaladdress
encodesvariouspiecesof informationincludingthemanagersite. Proxynodesareuniquelyidenti-
fiedby pairs(globaladdress,site).Oneachsite,theglobaladdressindexesinto a tablethatrefersto
theproxy. This allows to enforcethe invariantthateachsitehasat mostoneproxy. Messagesare
sentbetweennodesin accessstructures.In termsof sites,a messageis sentfrom thesourcenode’s
siteto thedestinationnode’ssite. In themessagebody, all referencesareto nodesonthedestination
site.Thesenodesareidentifiedby theglobaladdressesof theiraccessstructures.Whenthemessage
arrives,thenodesarelookedup in thesitetable.

� �� �� �� �� �� � � �� �� �
	 		 		 	 
 

 

 


� �� �� �
� �� �� �   

N1 P1 P2 P3 N3N3N2N1

Site 1 Site 2 Site 3 Site 1 Site 3Site 2

M

access structure for N2

Language graph Distribution graph

Figure11: Accessstructurein thedistributiongraph
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Proxy informs thread, allowing thread to continue

Figure12: Bindinga logic variable

Proceduresand other values(recordsand numbers,etc.) are copiedeagerly, i.e., they never
resultin anaccessstructure.8 A procedureis only sentonceto any site9 andhasonly onecopy on
thesite.A procedureconsistsof aclosureandacodeblock,eachof whichis givenaglobaladdress.
Messagescontainonly theglobaladdresses,anduponarrival themissingcodeblocksandclosures
arerequestedimmediately.

4.2 Distributed logic variables

Logic variablesexpressdependenciesbetweencomputationswithout imposinganexecutionorder.
Thispropertycanbeexploitedin distributedcomputing:

� Two basicproblemsin distributedcomputingarelatency toleranceandthird-partyindepen-
dence.Usinglogicvariablesinsteadof explicit messagepassingcanimprovethesetwo aspects
of anapplicationwith little programmingeffort.

� Usinglogicvariables,commondistributedprogrammingidiomscanbeexpressedin anetwork-
transparentmannerthatresultsin optimalor near-optimalmessagetraffic.

Thesebenefitsarerealizeddueto apracticaldistributedalgorithmfor rationaltreeunification,which
is usedto bind logic variables[17]. Thealgorithmis efficiently implementedin theDistributedOz
systemastwo parts:a local algorithmanda distributedalgorithm.Most of thework of unification
is donelocally. Thedistributedalgorithmdoesonly variablebinding.We briefly describeit here.

Thetwo basicoperationsonlogic variablesarebindingandwaitinguntil bound.A logic variable
X canbeboundto a datastructureor to anothervariable.Thealgorithmis thesamein bothcases.If
many bindingsto X areinitiatedconcurrently(from oneor moresites),thenonly onewill succeed.
Theotherbindingsarethenretriedwith theentity to whichX is bound.By default,bindingis eager.
That is, thenew valueis immediatelysentto all sitesthatknow aboutX. This meansthata bound
variableis guaranteedto eventuallydisappearfrom thesystem.

We illustratethebindingalgorithmwith anexample. In thedistribution graph,a logic variable
shows up asan accessstructure. Figure12 shows a variablethat exists on threesites. A thread
on site2 initiatesa bindingof the variableby informing its proxy (message1) andthenblocking.
Theproxy asksthemanagerto bind thevariable(message2). Themanagerinformsall proxiesof

8In [52] thereis avariantdesignin whichobjectsareproceduresandall proceduresarecopiedlazily.
9Unlessa garbagecollectionremovesit.
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thebinding (message3), thusbinding the variableeagerly. Whena proxy receivesthe binding, it
informsall waiting threads(message4). Thethreadsthencontinueexecution.

Logic variablescanhavedifferentdistributedbehaviors,aslongasnetwork-transparency is sat-
isfiedin eachcase.A logic variableis eager by default. This givesmaximallatency toleranceand
third-partyindependence.However, this maycausethebindingto besentto sitesthatdo not need
it. We saythata logic variableis lazy if its valueis only sentto a sitewhenthesiterequestsit (e.g.,
whena threadneedsthevalue).A lazyvariablehasbettermessagecomplexity, i.e., fewermessages
areused.In somecases,e.g.,implementingbarriersynchronizationusinga short-circuittechnique,
lazy variablesarepreferable.Eagerandlazy variablesobey thesamedistributedunificationalgo-
rithm, differing only in the schedulingof onereductionrule [17]. DistributedOz currentlyonly
implementseagervariables;with aminorchangeit candoboth.A programmerannotationcanthen
decidewhethera variableis eageror lazy.

class Account
   attr bal:0

   meth getBal(B)
      B = @bal
   end
end

   meth trans(Amt)
      bal<- @bal+Amt
   end

theClass

state

cl
st id

100

record
State

Object record

trans getBal

theName

A

A={New Account trans(100)}
bal

Class record
and object
identifier

pointer
State

Cell

Figure13: An objectwith oneattributeandtwo methods

4.3 Mobile objects

Objectsin DistributedOz obey a lightweight objectmigrationprotocol that preservescentralized
objectsemanticsandallows for precisepredictionof network behavior. Existingsystemswith mo-
bile objectsdo not usesuchanalgorithm.They move theobjectsby creatinga chainof forwarding
references[34, 24, 7]. This chain is short-circuitedwhena messageis sentor after a given time
delay. This givesgoodaverage-casenumberof network hopswhenmoving anobject,but very bad
worst-casenumberof hops. A designprinciple of DistributedOz is for third-partydependencies
to alwayseventuallydisappear. Usingchainsis thereforeunacceptable,sincetheintermediatelinks
in thechainmay last indefinitely. Instead,we have designedthemobility protocolpresentedhere,
whichhasamuch-improvedworst-casebehavior.

In thedistributiongraph,anobjectshowsupasacompoundentityconsistingof anobject-record,
aclassrecordcontainingprocedures(themethods),acell (containingthestatepointer),andarecord
containingtheobject’s state.Thedistributedbehavior of theobjectis derivedfrom thebehavior of
its parts. Figure13 shows an objectA that hasoneattribute,bal , andtwo methods,trans and
getBal . Theobjectis representedasanobject-recordwith threefields.Thest field containscell,
whosestatepointerrefersto theobject’s staterecord.Thecl field containstheclassrecord,which
containsthe procedurestrans andgetBal that implementthe methods.The id field contains
theobject’suniqueidentifier theName . Theobject-recordandtheclassrecordcannotbechanged.
However, by giving anew contentto thecell (i.e.,updatingthestatepointer),theobjectstatecanbe
updated.

Figure14 shows anobjectA that is local to Site1. Thereareno referencesto A from any other
sites.Figure15 shows anobjectA with oneremotereference.Theobjectis now partof anaccess
structurewhosemanageris onSite1 andthathasoneproxyonSite2. A localobjectA is transformed
to aglobal(i.e.,remotely-referenced)objectwhenamessagereferencingA leavesSite1. A manager
nodeMa is createdon Site1 whenthe messageleaves. Whena messagereferencingA arriveson
Site2, thena proxynodePa2 is createdthere.
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Figure14: A localobject

State1

Class
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Site 1 Site 2

Ma

pointer
State

Figure15: A globalobjectwith oneremotereference

Figure16showswhathappenswhenthreadT invokesA from Site2. At first,only theproxyPa2
is presentonSite2, not theobjectitself. Theproxyasksits managerfor acopy of theobject-record.
This causesanaccessstructureto be createdfor thecell, with a managerMc andoneproxy Pc1.
Theclassrecordis copiedeagerlyanddoesnothaveauniqueglobaladdress.A messagecontaining
theclassrecordanda cell proxy is sentto Site2. Theobject’sstateremainsonSite1.

Figure17showswhathappenswhenthemessagearrives.A secondproxyPc2 is createdfor the
cell. Theclassrecordis copiedto Site2 andproxyPa2 becomestheobject-recordA. Thesitetable
now refersto theobject-record.Themobilestateprotocol(seeSection4.4)thenatomicallytransfers
thecell to Site2. Becauseof thesitetable,any furthermessagesto Site2 containingreferencesto the
objectwill immediatelyreferto thelocalcopy of theobject-record,without requiringany additional
network operations.

Figure18 shows whathappensafterthecell is transferredto Site2. Thenew state,State2 , is
createdon Site2 andwill containtheupdatedobjectstateafterthemethodfinishes.Theold state,
State1 , maycontinueto exist onSite1 but thecell no longerpointsto it.

Figure19 showswhathappensif Site1 invokestheobjectagain.Thecell is transferredbackto
Site1. Thenew state,State3 , is createdon Site1 andwill containtheupdatedobjectstateafter
themethodfinishes.Theold state,State2 , maycontinueto exist on Site2 but thecell no longer
pointsto it.

Thereareseveral interestingthingsgoingon here. First, theobjectis alwaysexecutedlocally.
Thecell’s statepointeris alwayslocalizedbeforethemethodstartsexecutingandit is guaranteed
to staylocal duringthemethodexecutionwhile theobjectis locked. Second,theclasscodeis only
transferredonceto any site. Only the statepointer is moved aroundafter the first transfer. This
makesobjectmobility very lightweight.Third, all requestsfor theobjectareserializedby thecell’s
managernode. This simplifiesthe protocolbut introducesa dependency on the managersite. A
morecomplicatedprotocol(notshown here)canremovethisdependency [52].
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Figure16: Theobjectis invokedremotely(1)
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Figure17: Theobjectis invokedremotely(2)

4.4 Mobile state

The freely mobile objectsshown in Section4.3 arecompositeentitiesthat useseveral distributed
algorithms.Theobject-recordis copiedoncelazily (whentheobjectis first invoked),themethods
arecopiedalongwith it, andthe object’s statepointer is movedbetweensitesthat requestit. At
all times,thestatepointerof the object’s cell accessstructureexistsat exactly oneproxy, or is in
transitbetweentwo proxies.Theprotocolthatmovesthestatepointer, themobilestateprotocol,is
particularlyinteresting.Thisprotocolmustguaranteeconsistency betweenconsecutivestates.If the
consecutivestatesareon differentsites,this requiresanatomictransferof thestatepointerbetween
thesites.A sitethatwantsthestatepointerrequestsit from thecell manager, andthelattersendsa
forwardingcommandto thesitethathasthestatepointer. Thereforethemanagerneedsto storeonly
onepieceof information,namelythesitecontainingthestatepointer[52].

Figure20 showsa cell C referencedfrom two sites.Thecell’s statepointeris on Site1 andSite
2 requestsit whenthreadT doestheoperation� Exchange C X Y � . It sufficesto know that the
exchangeis anatomicswapthatsetsthenew stateto Y (i.e., to State2 ) andinitiatesa bindingof
X to theold stateState1 .

Figure21 shows (a) proxy Pc2 requestingthestatepointerby sendinga Get messageto man-
agerMc, and(b) themanagersendingaForward messageto theproxy thathas(or will eventually
have)thestatepointer, namelyPc1. Thereforethemanagercanacceptanotherrequestimmediately;
it doesnotneedto wait until thestatepointer’s transferis complete.

Figure22 shows Pc1 sendingto Pc2 a Content messagecontainingtheold state,State1 .
Theold statemaystill exist onSite1 but Pc1 nolongerhasapointerto it. Figure23showsthefinal
situation.Pc2 hasthestatepointer, whichpointsto State2 . X is boundto State1 .

This protocolprovidesa predictablenetwork behavior. Therearea maximumof threenetwork
hopsfor thestatepointerto changesites;only two if themanageris onthesourceor destinationsite;
zeroif thestatepointeris on therequestingsite.Theprotocolmaintainssequentialconsistency, that
is, cell exchanges(updatesof thestatepointer)aredonein agloballyconsistentorder.
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Figure18: Theobjectis invokedremotely(3)
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Figure19: Theobjectmovesbackto Site1

4.5 Distributed garbage collection

Accessstructuresare built and managedautomaticallywhen languageentitiesbecomeremotely
referenced.This happenswhenever messagesexchangedbetweennodeson differentsitescontain
referencesto othernodes.If the referenceis to a local node,thenthe memorymanagementlayer
convertsthe local nodeinto an accessstructure. We say the local nodeis globalized. While the
messageis in the network, the accessstructureconsistsof a managerandoneproxy. Whenthe
messagearrivesat the destinationsite, thena new proxy is createdthere. Accessstructurescan
reducein sizeanddisappearcompletelythroughgarbagecollection.

Distributedgarbagecollectionis implementedby two cooperatingmechanisms:a localgarbage
collectorpersiteanda distributedcreditmechanismto reclaimglobaladdresses.A local garbage
collectorinformsthecreditmechanismwhena nodeis no longerreferencedon its site.Conversely,
thecreditmechanisminformsthelocal garbagecollectorwhena nodeis no longerremotelyrefer-
enced.Local collectorscanbeinvokedat any time independentlyof othersites.Therootsof local
garbagecollectionareall nodeson its site that arereachablefrom non-suspendedthreadnodesor
areremotelyreferenced.

A globaladdressis reclaimedwhenthenodethat it refersto is no longerremotelyreferenced.
This is doneby the credit mechanism,which is informed by the local garbagecollectors. This
schemerecoversall garbageexceptfor cross-sitecycles. The only cross-sitecyclesin our system
occurbetweendifferentobjectsor cells. Sincerecordsandproceduresareboth replicated,cycles
betweenthem will be localizedto single sites. The credit mechanismdoesnot suffer from the
memoryor network inefficienciesof previousreference-countingschemes[38].

We summarizebriefly thebasicideasof thecreditmechanism.Eachglobaladdressis created
with an integer(its debt) representingthenumberof creditsthathave beengivenout to othersites
andto messages.Any siteor messagethatcontainstheglobaladdressmusthave at leastonecredit
for theglobaladdress.Thecreationsiteis calledtheowner. All othersitesarecalledborrowers. A
nodeis remotelyreferencedif andonly if its debtis nonzero.

Initially thereareno borrowers,sotheowner’sdebtis zero.Theownerlendscreditsto any site
or messagethat refersto thenodeandincrementsits debteachtime by thenumberof creditslent.
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Figure21: (a)Site2 requeststhestatepointer;(b) Site1 is askedto forwardit

Whena messagearrivesat a borrower, its creditsareaddedto thecreditsalreadypresent.Whena
messagearrivesat theowner, its creditsaredeductedfrom theowner’s debt. Whena borrower no
longerlocally referencesa nodethenall its creditsaresentbackto theowner. This is doneby the
local garbagecollector. Whentheowner’s debtis zerothenthenodeis only locally referenced,so
its globaladdresswill bereclaimed.

Considerthecaseof a cell accessstructure.Themanagersite is theowner, andall othersites
with cell proxiesareborrowers. A proxy disappearswhenno longer locally referenced.It then
sendsits credit backto the manager. If the proxy containsthe statepointer, thenthe statepointer
is transferredbackto themanagersiteaswell. Remarkthat this removesa cross-sitecycle within
the cell accessstructure.Whenthe managerrecoversall its credit thenit disappears,andthe cell
becomesa local cell again.Whenthe local cell hasno local references,thenit is reclaimed.If the
localcell becomesglobalagain(becauseamessagereferringto it is sentacrossthenetwork), thena
new manageris created,completelyunrelatedto thereclaimedone.

5 Open computing

Wesayadistributedsystemis openif independently-runningapplicationscaninteractin interesting
ways[9]. In general,thismeansthatthesystemmusthavecommonground,in theform of common
frameworksor languages,that applicationscanuseto interact. Typical examplesarecommonin-
formationformatsfor exchanginginformation,commonprotocolsfor electroniccommerce,etc.As
a first requirement,applicationsmustbeableto establishconnectionswith computationsthathave
beenstartedindependentlyacrossthenet. A secondrequirementis thatapplicationsshouldbeable
to initiatenew distributedcomputations.

5.1 Connections and tickets

Oz usesa ticket-basedmechanismto establishconnectionsbetweenindependentOz sites. In the
completesystem,both the ticketsandthe connectionsrequirea mechanismfor providing security
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(seeSection7). In this section,we explain thebasicmechanismwithoutdiscussingsecurityissues.
Onesite(calledtheserversite)createsaticketwith whichothersites(calledclientsites)canestablish
a connection.Theticket is a characterstringwhichcanbestoredandtransportedthroughall media
thatcanhandletext, e.g.,phonelines,electronicmail, paper, andsoforth.

Theticket identifiesboththeserversiteandthelanguageentity to whicharemotereferencewill
bemade.Independentconnectionscanbemadeto differententitieson thesamesite. Establishing
a connectionhastwo effects. First, the sitesconnectby meansof a network protocol(e.g.,TCP).
Second,in the Oz computationspace,a referenceis createdon the client site to a languageentity
on theserver site. Thesecondeffect canbeimplementedby variousmeans,i.e.,by passinga zero-
argumentprocedure,by unifying two variables,or by passinga port which is then usedto send
further values. Oncean initial connectionis established,then further connectionsas desiredby
applicationscan be built from the programmingabstractionsavailable in Oz. For example,it is
possibleto definea classC on onesite,passC to anothersite,definea classD inheritingfrom C on
thatsite,andpassDbackto theoriginalsite.ThisworksbecauseDistributedOz is fully transparent.

Oz featurestwo differenttypesof tickets:one-shotticketsthatarevalid for establishingasingle
connectiononly (one-to-oneconnections),andmany-shotticketsthatallow multipleconnectionsto
theticket’s server (many-to-oneconnections).One-to-oneconnectionsareusefulwhenconnecting
to newly-startedcomputeservers(seeSection5.2). Many-to-oneconnectionsareusefulin collabo-
rativeapplicationssuchasthesharedgraphiceditorof Section2. Multiple usersneedto connectto
thesameapplicationin orderto contributeto a commondesign.

We sketcha smallexamplefor one-to-oneconnections:

Server Client

STkt={Connection.offer X}
{PutOnWebPage STkt}
{ProcessData X}

CTkt={QueryUser}
X={Connection.take CTkt}
X=data( ����� )

The server offers X with the systemprocedureConnection.offer , which is part of the module
Connection . Thisproceduretakestheofferedvalueandreturnsanew one-shotticketSTkt , which
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is madeavailableon a Webpage.Theuserreadsthepage,retrievestheticket,andtypesit in at the
clientsite,whichputsit in variableCTkt . ThesystemprocedureConnection.take thenreturnsa
referenceto X, which becomesa sharedreferencebetweentheclient andserver. In this example,X
is asharedlogic variable.It couldhavebeenany languageentity, e.g.,anobjector aport. Theclient
bindsX andtheserver readsits value.Thispassesinformationfrom theclient to theserver.

5.2 Remote compute servers

Distributedapplicationsmainly fall into two categories. In the first category, applicationsinvolve
geographically-distributedresources.For example,in the sharedgraphiceditor of Section2 the
usersare the distributed resources.In the secondcategory, applicationsusemultiple networked
computersto increasecomputationspeed.Theseapplicationsareoftenstructuredasa singlemaster
computationthatcoordinatesa setof slave computations.Theactualcomputationis carriedout by
theslaves.

To supportthesecondcategory, Ozprovidestheability to createremotecomputeservers,which
areaccessibleasOz objects.This is implementedusingthe ticket mechanism.After thecompute
serverhasbeensetup, it canbegiventasksto do in theform of procedures.Thefollowing example
showsoneway to usea computeserver:

S={New RemoteServer init( ´ wallaby.ps.uni-sb.de ´ )}
{Print {S run( fun {$} 4+5 end $)}}

Theremoteserversiteisstartedonthecomputerwith Internetaddresś wallaby.ps.uni-sb.de ´ .
Therun methodtakesazero-argumentfunctionthatis executedattheremoteserver. In theexample,
two numbersareaddedandtheresult9 is returnedto theoriginalsite,whereit is printed.

Settingup a remoteserver is donein two steps.Assumethat a site wishesto createa remote
server andthenbecomea client to the server. First, the potentialclient createsan independently-
runningOzsitewith thehelpof theoperatingsystem.10 Second,aconnectionis establishedbetween
thepotentialclientandtheremoteserver. Thisis doneby passingaone-shotticketfrom thepotential
client to theserver. Theserver takesa logic variablethathasbeenofferedby theclient andbinds
it to a stationaryprocedure(seeSection3.2). This stationaryprocedureis usedon theclient sideto
implementtherun methodshown in theexampleabove.

As anapplicationof this idea,wearecurrentlyinvestigatingdistributedsearchenginesfor solv-
ing combinatorialconstraintproblems.First experimentsshow encouragingspeedup.Oz supports
the two aspectsof distributedsearchenginesin a powerful way: searchenginescanbeeasilypro-
grammedin Oz [42], andthelanguagesupportsdistributedcomputingwell.

6 Failure detection and handling

An applicationis fault-tolerant if it cancontinueto fulfill its specificationdespiteaccidentalfailures
of its components.How canonewrite suchapplicationsin DistributedOz? The theoryof fault-
tolerantsystemsexplainshow to constructsuchsystemsaslayersof abstractions[22]. Very little
workhasbeendoneto integratetheseabstractionsinto alanguageplatformsothat(1) afault-tolerant
systemcanbebuilt within theplatform,and(2) theintegrationis orthogonalto thelanguageentities.
Most of the languagework hasbeenconcentratedin the areasof persistenceandtransactions,by
addingmodelsof theseconceptsto an existing language.It is possible,however, to supportfault
tolerancein a muchsimplerway.

We extendthesystemto supportpartial failureof sitesandindividual languageentities,andto
detectandhandlefailureof languageentities.We provide themeansfor theprogrammerto decide
whatactionto take uponfailure. This is doneby installing“handlers”or “watchers”on individual
languageentities(seebelow). Theseareinvokedwhena failureoccurs.No irrevocabledecisionis
takenby the system;the handlersandwatchersarefree to take any courseof action. In this way,

10In thecurrentsystem,a remotesiteis startedby theUnix remoteshellcommand(rsh ).
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we intendto build a first fault-tolerantlayerusingtheredundancy thatcomesfrom having multiple
sitesin thesystem.This givesfault toleranceevenin theabsenceof persistence.More refinedfault
tolerancebasedonpersistenceandtransactionswill beaddedlater.

6.1 The containment principle

Fault toleranceis a propertythat crossesabstractionboundaries[27]. An examplewill make this
clear. Mostexistingsystems(we includeapplications)donothandletimecorrectly. Whatthey do is
let a lower layermakeanirrevocabledecision,in theform of a time-outthatdoesnot let thesystem
continue.Saythereis a time-outin a lower layer, for examplein the transportlayer (TCP)of the
network interface.This time-outcrossesall abstractionboundariesto appearat thetop level, i.e., to
theuser. Usually, a window is openedaskingconfirmationto aborttheapplication.Theuserdoes
nothavethepossibilityto communicatebackto thetimed-outlayer. Thisgreatlylimits theflexibility
of thesystem.It shouldbepossibleto build a systemwheretheusercandecideto wait, avoiding
an abort,or to abort immediatelywithout waiting. In mostcases,neitherof thesepossibilitiesis
offered.Sometimesonepossibilityis offered,thusimproving theperceivedqualityof thesystem.A
hard-mountedresourcein theNFSfile systemoffersthefirst possibility. TheStopbuttonin a Web
browseroffersthesecondpossibility.

Thisleadsto aprincipleof containment:“abnormal”behavior of any layershouldbecontainable
by a higherlayer. Thereforetheabnormallayershouldnot make any irrevocabledecisions,suchas
abortingexecution,unlessthis is desiredby theprogrammer. Theprogrammerdecideswhichhigher
layer is competentto handlethe problem. The higherlayershouldbe ableto take any reasonable
courseof action. In our example,this meansthat time-outshouldnot be a wired-in propertyof a
system.Theprogrammershoulddecidewhetheror not to have a time-out,andwhat to do aftera
giventimehaselapsed(oneof thepossibilitiesbeingto continuewaiting).

Site A Site B Site C

Site D Site E Site F

M

M

M
P

P
P

P
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P
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Normal site

Affected node

Normal node

Figure24: Remotedetectionof sitefailurein DistributedOz

6.2 Failures in the distribution graph

Theexternalcauseof a failurein DistributedOz is thefailureof oneor moresitesor of partof the
network. This showsup in thedistributiongraphat thelevel of accessstructures.We sayanaccess
structureis affectedif it hasat leastonenodeon a failed site or if it hasat leastonelink across
a failed network. An affectedaccessstructurecanin many casescontinueto work normally, e.g.,
anobjectcanstill beusedevenif it hasa remotereferenceon a failedsite. An accessstructureis
failed if normalsitescanno longerdo operationson it. This happensif a crucialpartof theaccess
structure,e.g., the managernode,is inaccessiblebecauseit is on a failed site or acrossa failed
network. Figure24 shows a systemthat coverssix sites. Site B hasfailed; sitesA, C, E, andF
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haveaffectednodes;andsiteD hasonly normalnodes.We assumethatsitesaredesignedto satisfy
the fail-stopproperty, i.e., site failureshappeninstantlyandarepermanent.Networks may have
temporaryfailures,i.e., thenetwork mayreturnto normal. An accessstructurecanthereforehave
bothtemporaryandpermanentfailures.

6.3 Handlers and watchers

DistributedOz detectsfailureat the level of accessstructures,which shows up in the languageas
singlelanguageentities,i.e.,objects,variables,andports.Thedefaultbehavior is thatanattempted
operationon an entity blocksindefinitely if thereis a problemin doing the operation.Any other
behavior mustbespecifiedexplicitly by theprogrammer. Weproposetodothisby installinghandlers
andwatchersontheentity. A handleris invokedif anerroris detectedwhentrying to doanoperation
on theentity (lazy detection).A watcher is invokedwhenanerror is detectedfor anentity, evenif
nooperationis attemptedon theentity (eagerdetection).

Thesemanticsof handlersandwatchersis simple.If anoperationis attemptedonafailedentity,
thentheoperationis replacedby a call of thehandler, if oneexistswith a valid triggercondition.If
thesystemdiscoversthatanentityhasfailed,theneverywatcherwith amatchingtriggerconditionis
run in a newly-createdthread.Handlersandwatchershave two arguments,namelythefailedentity
itself andinformationaboutthetypeof error.

Handlersmaybeinstalledon entitiespersiteandper thread.Persiteandperentity, thereis at
mostonesite-basedhandlerandat mostonethread-basedhandlerper thread. Thread-basedhan-
dlersoverridesite-basedhandlers,i.e., wherebothapplyonly the thread-basedhandleris invoked.
Watchersmaybeinstalledonentitiespersite.Theremaybeany numberof watchersperentityona
givensite.

Handlersandwatchersareinstalledby builtins with the following threearguments:theentity,
control information,and the handleror watcheritself, which is a two-argumentprocedure.The
control informationgivesthetypeof error for which thehandleror watchershouldbe invoked. In
thecaseof handlers,thecontrolinformationalsostipulateswhetherthehandleris installedonasite
or threadbasis,andwhetherafterhandlerinvocationtheoperationshouldberetried.

6.4 Classifying possible failures

Failuredetectiondistinguishesbetweenfour classesof failure. A failurecanbeeithertemporaryor
permanent.Thesecanbefurthersubdividedinto homeandforeignfailures.Homefailuresprevent
thecurrentsite from performingoperationson the entity, while foreign failuresindicatethat there
is a problemamongothersitessharingthe entity preventingthemfrom performingoperationson
the entity. Handlersaretriggeredon homefailures. Watchersmay be triggeredon homeaswell
asforeign failures. Foreignfailuresgive thesitean indicationthat the thereis morethannetwork
latency behinda lackof activity by othersites.

6.5 Distributed garbage collection with failures

If a site fails, thencredit is lost for all affectedaccessstructureswhosemanageris still working.
Theseaccessstructureswill not bereclaimedunlesswe introduceanotheridea.A techniquethat is
successfullybeingusedin existingsystems,e.g.,JavaRMI [34], is a lease-basedreference-counting
mechanism.This techniquecanalsobeusedtogetherwith thecreditmechanism.Any sitethathas
creditfor anaccessstructuremustperiodicallyrenew its leaseby sendingamessageto themanager.
If themanagerdoesnot receive at leastonerenewal messagewithin a given time period,thenthe
managercanbereclaimed.
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7 Resource control and security

An applicationis secure if it cancontinueto fulfill its specificationdespiteintentional(i.e., mali-
cious)failuresof its components.Resourcecontrol andsecurityareglobal issues,i.e., they cross
abstractionboundaries[2], just like fault tolerance.Theissuesmustthereforebeaddressedat each
layer. We briefly discusswhat canbe donein DistributedOz. Fault toleranceandsecurityhave
muchin common[27], including the relianceon containmentandredundancy. But they focuson
verydifferentclassesof failures.For example,a crucialpartof securityis resourcecontrolbecause
exhaustingresourcesis a commontechniqueto provoke intentionalfailures(“denial of service”
attacks).Althoughimportant,resourcecontrolis lesscritical for fault tolerance.

Resourcesareconvenientlydividedinto siteandnetwork resources.Siteresourcesincludecom-
putationalresources(memory/processor)andotherresourcessuchasfile systemsandperipherals.
Thesamesiteresourcesnormallyappearin someform ateachsitelayer, i.e.,Ozprogram,emulator,
andoperatingsystem.In asimilarway, securityissuesappearateachlayer(seeFigure25):� Language security is apropertyof thelanguage.It guaranteesthatcomputationsanddataare

protectedfrom adversariesthatstaywithin thelanguage.

� Implementation security is a propertyof the languageimplementationin the process. It
protectscomputationsanddatafrom adversarieswho attemptto interferewith compiledpro-
grams,i.e.,with theOzbytecode.

� Operating system and network security arepropertiesof theoperatingsystemandnetwork.
They protectcomputationsanddatafrom adversarieswho attemptto interferewith theinter-
nalsof the Oz emulatorandrun-timesystemwithin an operatingsystemprocess,andwho
attemptto interferewith theoperatingsystemandthenetwork. Network securityis available
throughsecureTCP/IP.

7.1 Language security

We provide languagesecurityby giving theprogrammerthemeansto restrictaccessto data.Data
arerepresentedasreferencesto entitiesin anabstractsharedcomputationspace.Thespaceis ab-
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% Create new module ROpen that looks like the standard Open
% but allows only reading and only in the given directory Dir:
proc {NewReadInDir Dir ROpen}

class ROpenF
attr fd
meth init(name:FN)

% Should verify absence of ’..’ and ’/’ in FN!
fd <- {New Open.file init(name:Dir#FN)}

end
meth read(list:CL)

{@fd read(list:CL)}
end

end
in

ROpen=open(file:ROpenF)
end

% Give limited rights to an untrusted object:
SandboxOpen = {NewReadInDir "/usr/home/untrusted_foreign/"}
{UntrustedObj setopenmodule(SandboxOpen)}

Figure26: Capabilitiesin Oz

stract becauseit providesa well-definedsetof basicoperations.In particular, unrestrictedaccessto
memoryis forbidden.11 Onecanonly accessdatato whichonehasbeengivenanexplicit reference.

A referenceto a procedureor anobjectbehavesasa capability. Becauseof lexical scopingand
first-classprocedures[1], it is possibleto createnew capabilitiesthatencapsulateexistingones,thus
possiblylimiting their rights. For example,Figure26 shows how to give anobjectlimited rightsto
afile system.Calling {NewReadInDir Dir ROpen} createsanew moduleROpen, whichbehaves
exactly like thesystemmoduleOpen, exceptthat it only allows to readfiles andonly in thegiven
directoryDir .

Capabilitiesdonotsolveall problemsin security[53]. They haveinherentweaknesses.First,the
authorizationto dosomethingis givenveryearly, namelywhenthecapabilityis givenandnotwhen
the operationis attempted.Second,a capabilitycanbe forwardedto anyoneandit will continue
working. Therefore,a capability-basedmechanismneedsto beextended–forexamplewith access
controlbasedon theidentityof thecapability’scurrentpossessor.

7.2 Implementation security

Two importantissuesin implementationsecurityaresiteintegrity andresourcecontrol.Theseissues
appearwhencodeis directly or indirectly passedbetweensites.For example,sendinga procedure
to a computeserver to executeit (direct) or invoking a methodof a mobileobject(indirect). The
foreign codeis not necessarilytrustworthy. The importing site shouldbe protectedfrom being
corruptedby maliciousforeigncode,i.e., by invalid Oz bytecode.This is very difficult in general.
Typical techniquesarebytecodeverificationandauthenticatingcompilers[49].

Theforeigncodeshouldbelimited in its ability to usethesite’s computationalresources.Mo-
nopolizingthe processormay starve the site’s otherconcurrentactivities. Excessive memoryuse
mayexhaustthesite’s memory, which beingextremelydifficult to recover from, would effectively
crashthesite.

11For example,bothexaminingdatarepresentations(typecasts)andcalculatingaddresses(pointerarithmetic)areforbid-
den.
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Theforeigncodeshouldbegivencontrolledaccessto othersiteresources.Obviously, untrusted
codecannotbegivenunlimitedaccessto site-specificresourcessuchasfile systems.It is possible,
but not practical,to forbid accessto all site-specificresources(justasit is not practicalto forbid all
accessto basiccomputationresources!).Betteris to provide limited capabilities.

7.3 Virtual sites

To partiallyprovideimplementationsecurityin DistributedOz,weproposethemechanismof virtual
sites(seeFigure25). A sitecanspawn slave virtual sites,which behave exactly like standardsites
exceptthatthemastermonitorsandcontrolstheslaves.If theslavecrashesthenthemasteris notified
but not otherwiseaffected. The mastercontrolsslaves’ resources,including their computational
resourcesandotherresourcessuchasaccessto file systems.For example,theslave site might be
giventhepossibilityto createanddeletefiles in onespecificdirectorybut nowhereelse.

Within the limitationsimposedby themaster, a virtual sitebehavesalmostexactly thesameas
anordinarysite. It mayshareOzentitieswith themastersiteor any othersite.Thedifferenceis that
thevirtual sitesharesthesamemachine.Communicationis moreefficientsincethereis nonetwork
layer. To takeadvantageof theprotectionandresourcecontrolmechanismsof theoperatingsystem,
aslave sitewill normallylive in a differentprocessthanits master.

Virtual sitescanbeusedto exploit thecomputationalresourcesof shared-memorymultiproces-
sors.Simply allocateoneprocessorpervirtual site. Becausecommunicationoverheadsarelower,
this is moreefficientthanparallelismoverthenetwork. Whethertheparallelismleadsto aneffective
speedupdependsof courseon thecommunicationoverhead.

8 Conclusion

Distributedprogrammingis of majorimportancetoday, yet it remainsdifficult. We presenta design
for a distributedprogramminglanguage,DistributedOz, that fully separatesanapplication’s func-
tionality from its distribution structure.DistributedOz is a conservative extensionto the existing
centralizedOzlanguage.Ozis aconcurrentobject-orientedlanguagethatis state-awareandthathas
dataflow synchronization.Ozprogramscanbeportedalmostimmediatelyto DistributedOz,which
is implementedandpublicly available.Weareexperimentingwith distributedapplicationsincluding
collaborativetools,computeservers,andtechniquesfor usingcentralizedapplicationsin distributed
settings[6].

DistributedOz is very muchwork in progress.We presentpreliminarydesignsthat conserva-
tively extendthe languagewith modelsfor opencomputing,fault tolerance,andresourcecontrol.
Thesedesignsarebeingimplementedandextended.
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